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Speak:ﬁayload msg.payload

timestamp U
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13

payload = J50N.parse{msg.payload);
ol 2AEE HHE Bz

newsList = payload.root.secondReal;
let result =

for(let i=08; i<newslList.length
result += (i+1) +

+ newsList[i] +
result.slice(d, -

payload="F N A ZBMH =5 1808
dHE | HSLICH +msg. payload

return msg;


https://cafe.naver.com/stsmarthome/88718

> SASMQ| &}t tHH
- ZtH: Node-RedE AM23IH, HE A 7130| ZQ 9
- Q2 APIE A}
=20 Z 9

g ot % 9

MW, Z=7F HAIZH A A
AOEECSE L3 TS > ADEENAM
- EHE HE 2ot OXH, o8 MY Ch2 Al A
> TR e
- Http client: URL 2|2 E Zot
- Javascript: 229| &Y
- Http in: At&%t A|& 0| EE[A 7} &
- Notification, Delay, Switch, Change(

M|

rir

rx

> St A|ZF A A (ChatGPT, £+ 2 HIE 28

- [@F=AlZH msg.payload=msg.payload+32400000 (1A|Zt =

— SI\MSUNG beta -
— Automation Studio

Install app

R Samsung Automation Studio

sasm.developer.samsung.com

Cancel

X REQATIES BT}

3600,000Z 2% 9A|Z = 32400000 2| %)

g Lt= node-red?| 10| samsung automation studio0f| A & & £ 0|0k msg.payload?} "1688445614771" Of.
O AlZt2 B A[Z0|H, O| 2 St A|ZF2 2 Shik = *2023'H072 04214434
msg.payload®| 20| M return msg = javascriptE &5 F

var date = new Dote(msg.poylood * 1008);

var kst = dote. tolLocaleString("ko-KR", {
timeZone: "Asia/Seoul",
format: "YYYYSMMEDDE HHAImm="

1} 5
meg.payload = kst;
return msg;
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Mission Impossible YAE 747]

> StLHY HAE F2|0 of 27|

- YOO Z e 0|A (T EE) FHET| [IEAZA kkQQ)
-YAML 28 &5 ot7| (2 Az #a59)

- Templating SF517| [QIE{UZM Aa4Q]

- ChatGPT AFE3HA YAML ZE 2Hd {210 HAO 2tSE S 27|

- =200 7|5 A8 S 27

=
=]
- BOAAHE 7t M 3 REOANIER REAE 7I0|E F=5|7| [QIE[U AN 2=l
Of

AABEE 3t ALO| E: https://hakorea.github.io/



https://cafe.naver.com/stsmarthome/73999
https://cafe.naver.com/koreassistant/9949
https://cafe.naver.com/koreassistant/10007
https://cafe.naver.com/stsmarthome/76854
https://hakorea.github.io/
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Mission Impossible YAE 747]

- 294 3 A = O X0|E O[3 Sh7| (+2HAM 2X| E=) (B UZA 3ol 7

A0 T

22X WA SHE 7

- B8 7el A9KE AHE AE5H7| 2ol Ol Z&l|0] A9K|ZE WH| 27| (QIE A sta|stuh (2] (22
= 0

|4 X| O/ 7| AX| SHE 7| (AlstAEH MEDE| 5 05 Y]

- ADHE 28 SHEY| MX| S)E 7| (SN 2

_ WiFi 50| ZEE[X| Y2 00{AS ADIE O|0{ACE Y 0| 37| r
‘WiFi 7|E 2 & 70§ & PCBREE CN WF EHXHO| HABHA AKX

- A or OIO|IHEE HIEE AMESHY| [g5274) -
- loTXAA™ s Rzt XA T F S5
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https://cafe.naver.com/stsmarthome/56224
https://blog.naver.com/htworks/223018642297
https://cafe.naver.com/stsmarthome/77954
https://minuhome.tistory.com/6265
https://sihas.notion.site/ec0f84d6ce2d41889b4bf7c7072ef65f
https://www.youtube.com/watch?v=tb9Qe4fjt24&t=288s

Mission Impossible HAE 747

- CCTV + 2| 3d X532t 517] ex) X Y0 AA|Z[H |2 7FSXH 20 15221 0| P& (R5=44)

g~ homeassistant:

G1 external_url: "https:/n duckdns.org”
gz - internal _wrl: "http: S flocalbostag123"

g3 = | -allowlist_external_dirs:

c4 - ftmp

L5

5g #-Example - configuration.yaml-entry-for the Telegram-Bot
57 = |telegram_bot:

GE - - platform: polling

53 api_key: "71 832 AAEIGVOQArFOgR hlt4erE™ |
5Q - allowed chat_ids:

&1 - BEA5593321

&2 - -41955233859

63

g4 = | notify:

6G - - platform: telegram

55 name: - "redchupa®”

57 chat_id: & 321

E8 - - -platform: telegram

59 name: - “redchupa bot - Group”
78 chat_id: -31 389

71

72 = |folder_watcher:

rER: - -folder: - /fAmp

74 patterns:

75 - E o mog”
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https://www.youtube.com/watch?v=tYy42R2cFQA
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- POE R L|U|O|E| AFESH| [RE22M
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https://iot.tuya.com/cloud
https://www.youtube.com/watch?v=oRNvplBPBYA
https://cafe.naver.com/koreassistant/18064
https://www.youtube.com/watch?v=N8ungb06yew
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https://cafe.naver.com/stsmarthome/88287
https://cafe.naver.com/stsmarthome/91624
https://cafe.naver.com/stsmarthome/79903
https://github.com/lunDreame/addon
https://github.com/bench87/cvnet-homeassistant-addon
https://cafe.naver.com/koreassistant/12285

HA ESP HOME

- ESP Home | E2S AKX HANASZ HLEHDOO|E M HWAME AFESH| (OctoBoard AME)

Q Buzzer E:
10 E2 2X 2 #d4-580M AKX Qi BN Fd S48 HA|
. Desk Lamp 1 )]
2 SSL= 24354 Certificate Filell} Private Key FileE X8 /ssl/fullchain.pem /ssl/privkey.pem
®  Desklamp?2 B
3 C|BO| A7} > 2tO|mio| YE &= > C[HIO| A0 St= EfRY ME ex) ESP32-S3
g NeoPixel Light )
Encryption key INSTALL > Manual Download > Modern format
(AT AT 250 HHO|LE| THYS CheE L) {3 BH1750 llluminance 421 Ix
4COH22E @2 7|2 0 E YRE 37| (USB HZ E=) ol S e
ex) COM8 USB JTAG/serial debug unit — H|O{ & & & EJO| A > INSTALL > bin I} & {4EH O  Button2 ke
(MO O] T|X| A=CtH =2f0o| EX] EHR) @  Living Room Humidity 35.9%
5 Show API Key gll'ou_l :?_— > OEI-%! Check it out > %'O;F—_r'-gﬂ_/.\_OﬂH :I'l')g_é_lJl > Key %’Eﬂzi 8 Living Room Temperature  26.3 °C
671202 HBElE YAML REQ| 51 220 MME A8 & + AR TEE FTH6IM HHZ MBS n oo -
N\, Potnetiometer 16V
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ESP Code

O HZAL|E E3E MM ex) TE MA
GPIOO| AAL|= EHE MA ex) HIO|LHZ| 2M PIR MA

T

12C(IIC, Inter Integrated Circuit)= £& 20| 8412 dt7| flet 4

ESPHome2| ZEV} Z2t7t= OO ARHEZ 7 OrAE VL & HAE 2F0| Eef|o|2 7t &

OO A2 A E E2{9| E/(GPIO,General Purpose Input Output)dil & 7tX| HE{E LIEtH= MAE AMHESH] T Of
HMESH=E MO0l 3.3vo| 77T M2 BEs5ta ovol| 7M™ AR L= EHE

c . . . . L —
binary_sensor: d1_mini EE+& 12C HA 2| & H 7} sda: D1(4), scl: D2(4) = X|H
- platrorn: golo 02| XIFE FAOR3)E A
pin: D4 # <PIN_PIR_SENSOR_IS CONNECTED_TO:>
name: “"PIR Sensor"
device_class: motion HA GPIO EA
# Example configuration entry for ESPE266 TH 1 TH
ilZc:
sda: D2 # 4 RX 3 RX
scl: D1 # 5
- DO 16
scan: true
id: bus_a
# Example configuration entry
Sensor:
- platform: bhl758 (B 5 SCL
name: “"BH1758 Illuminance"
address: Bxl3
update_interwval: 18s D2 4 SDA
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[Z|Z=2] €]
https://info.cern.ch/hypertext/ WWW/TheProject.html

TCP/IP= 5020] E2 7|=0|7|0f F<fHO[ EX{etrt

[SIE{ SIS SHAf]
2 > ofstn > &8= > &1 > 7IEZK|

U3t RSA 3EFL| ==Xt ¥=Ah, 2|HEE, AFDO|E, O =H
TZEZEES XH1I6I SE25l8{™H X7 74 RF C(Request for Comments) =ME
(el 7O AUOIM ERot 7=, H+ 2, EXt 2 7|=ds=2 0l2)

RFC SMTP: https://datatracker.ietf.org/doc/html/rfc5321

OT FX|E 23 a2 48 pC O|c}
OO A ZZE Z M| A, IZI|-O|EL§5’-IE§E1 o
HAE HYOIS YRE & 4 UL

=A

ol

X L ok
T = =2

7|5to| 7} & Z o}
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https://info.cern.ch/hypertext/WWW/TheProject.html
https://datatracker.ietf.org/doc/html/rfc5321

245U 2| 0] & 010 % B

First 1. 2t=H|2|z}0] AEIEZ7|E FLO{St1a A| 257
- Arduino IDE A X|: Arduino AVR boards 1.8.2 & X|

- O|0[MEt= Z2aW= A-E5iA 2h=H|2|ot0]os SHH 0|2t & A=A = SD7IE0 Y= ESHD
AS 278, 2to|uto| 2 8= of1l 2k =H|2[mt0|0f SD7IE & ¥

- ssh& ALEBHA H = ssh pi@O0to|
- oto|m| #7|& (advanced IP scanner)

- 7| 2HZH0: sudo reboot (2|5 &), sudo apt-get update, sudo apt-get upgrade (ZZ 12 A 0| E)
-nano HAEHE: A == ZAEET| Cul+ OXNE Cirl+X3BE

20



245U 2| 0] & 010 % B

esp8266 EX| (F7tEE Z2[Xt URL E7)

d sketch_sep26a | Arduino IDE 2.3.2

Do HE AHE ET Z2ZH)

_ I\ cCU 10 (ESP-12E Module)

SRSl Eps] sketch_sep26a.ino

void setup() { //%EOIE- O:”X-” ——_'_'—E, I—ED ?:17|

// put your setup code here, to run once:
R X #include "DHT.h"

v = DHT dht;

ks HE=3 .
Boards included in this package: VO I d Setu p() {
Arduino Leonardo ETH, Arduino ¥ 2F K5 %]

el Cernang |, A (g AT c:\Users\user\Documents\Arduino d htsetu p(DO),

o 2oy

1o v A e Serial.begin(9600);

[F

=

TE HA

Type: FHH v

Arduino AVR Boards by
Arduino

186 HA|E

® O o~ wW N

=

L 0 B O

=& 37| 14
oleH o~ 37|=d": E@RE 100 % }
- A4 g0 Light hd V0|d |OO
g;gllg;luo AVR Boards by HEI| o sth0] v (Reload required) d | 2088 {
Boards included in this package: == T AR = Ozmala=c e ay( . )I o g
o oe du wmea o2 #s v Serial.print(dht.getHumidity());
HZC = AL . .
101 v @ %= 5E) Serial.print("Wt");
Oojclg wa &2t . . .
=7} 2C 22|AF URL: http:/arduino.esp8266. com/stable/package esp8266com_index json Q Serl a | * p rl nt(d htg etTe m pe ratu re())l
. . n nm,
Arduino Mbed 05 Edge Serial.print("#n");
Boards by Arduino
Boards included in this package: & }

Arduino Edge Control
oo e

21



vVEY I H&F RAY

| v
| v
5V = 20mA x 0.25 &

1 Qg ¢ |or—1ooo 24| of

Hete HE 220~330 2 AL 3iC}

10 x 100 25 == 1000 = 1k =
10 x 100 35 == 10k =
33x 100 15 == 330=

LED (Light-emitting diodes)

CHo|eE= stZHsto 2 S20 g2HY

IT i - Hd

3402 T}h2[7} 4740|0f 2

HE 7|Z0| + O|C}

(@ R L

oA =

I_

O

JbEF 71740] ZECHXIO|O, 37 = &HQIs|gtoF o 2 2= QIC}

O O L-

3

Qo=

gg 53

=2 AN
= —

rr
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ESP HAMH =2|7]

ESP A H

ESP & AZAZ0| Hello Server =2|7|

—_

2 sketch_sep26a | Arduino IDE 2.3.2

r

Mew Sketch

New Cloud Sketch
E7...

2A XK=

of &

=zl

Save

0= ojlzc= HE.
7= 2.

g

SE(Q

NEW SKETCH

ool WA AR EF ESTH)

Ctri+N
Alt+Crrl+N

Ctrl+O

Ctrl+W
Curl+S
Ctrl+Shift+S

Ctrl+Z0t

Ctrl+Q

02.Digital

03.Analog
04.Communication
05.Centrol
06.5ensors
07.Display
08.5trings

09.USB
10.StarterKit_BasicKit

11.ArduinolSP

ModeMCU 1.0 (ESP-12E Module) Off Tzt o

ArduinoCTA
DNSServer
EEPROM

ESP3266
ESP8266AVRISP
ESP8266HTTPClient

ESP8266httpUpdate

ESP8266HTTPUpdateServer

ESP8266LLMNR
ESP8266mDNS
ESP3266MNetBIOS
ESPS2665dFat
ESP826655DP
ESP&266WebServer
ESPB266WiFi
ESP8266WiFiMesh
EspSoftwareSerial

Ethernet

AdvancedWebServer
FSBrowser

Graph

HelloServer
HelloServerBearSSL
HttpAdvancedAuth
HttpBasicAuth
HttpHashCredauth
PathArgServer
PostServer
ServerSentEvents
SimpleAuthentication
WebServer

Wehl Indata

// MO

void handleOn(){

digitalWrite(led, HIGH);

server.send(200, "text/plain”, "LED ONWr#n");
}

void handleOff(){

digitalWrite(led, LOW);

server.send(200, "text/plain”, "LED OFF#r#n");
}

//server.on Ot2ff ZEO| &= ALE
server.on("/on", handleOn);
server.on("/off", handleOff);

server.on("/inline", {
server.send(200, "text/plain”, "this works as well");

D
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ot Z | 2| o] of| A X 0{ 5}V

ct=H| 2| THO[Of| Al LO|M S ArESHY, B RFE2 2 LED X035}
python3 led_on.py

import requests

r=requests.get('http://192.168.3.176/on").text

print(r)

scp == AFE0HA 2tZH|E|I0|ZE OtEs & & US

24
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BINWALK Hpo| L 2] 5 M

binwalk & X|
sudo apt install binwalk —y

HAA &

_|
blnwalk Ef—i—

HAO mHY=S Strings AFE2SiAM HE &7

strings f%‘%‘ | grep boot /REEZH WHE =9l
strings It B | grep —i kkk

strings It H | grep —i version

find . —name *Js

binwalk H¥IO{d —term

ol E 21| I 2 A}
https://github.com/merces/entropy?tab=readme-ov-file

26


https://github.com/merces/entropy?tab=readme-ov-file

ESP H0f FE817]

esptool= ArEdHA BN F=5t7|
https://github.com/espressif/esptool/releases/

esptool.exe --baud 115200 --port COM3 read_flash 0x0 0x100000 fw-backup-1MB.bin
esptool.exe --baud 115200 --port COM3 read_flash 0x0 0x400000 fw-backup-4MB.bin

//COMEZEL HE 1.882 22}
UART, JTAGE AN HANWE == & 5= ULt
TX, RX, VCC, GND= UART A|Z2|Y SAO|A AL = 4742 &S LIEFEAL|C

TX (Transmit): O|O|H & &= &

VCC (Voltage Common Collector): & 52 H (ZEASZE 33V E£= 5V)
GND (Ground): ®X| =

—

M

= E
T T

(1]

A F2H [Click]

27


https://github.com/espressif/esptool/releases/
https://youtu.be/Az-l90RCns8

TCP DUMP

sudo apt install tcpdump -y

sudo tcpdump -i wlanO -nn port 80

curl http://192.168.3.176/colors?blue=18&green=1&red=1
sudo tcpdump -i wlanO -nn port 80 -XX

(22X coo o ZR HEF2 B2 = O10|C] IHAR/JES TS

sudo tcpdump -i wlanO -nn port 80 -w led_green.pcap //EZ=LtY X Z&S}7|
AEE CLEH HmD =75

tcpdump -r O /SO QY

sudo apt install tcpreplay —y

sudo tcpreplay --intf1 = wlan0 T§ZI E ot Y /HIZOHA I{ ™S5

//tcp 2O = A RAEHIE JOM AN SE= ¢tEl (B 1)pseudo random, THAH[AE QI E

28


http://192.168.3.176/colors?blue=1&green=1&red=1

29



TCP TRACE

> 22 2F40M ZHZE =S MO 2 = A= FUE Hd=
sudo apt install tcpwrite -y //LH7t €ISt HEHE JEE HE
sudo apt install tcptrace -y /M-S FEM 2e| E= dHEE &+

tcptrace —e I 21T Y W peap

/o 270 (dat) B XY= siE

cat a2b_contents.dat | nc -v 192.168.3.176 80 //& izl E L7
{"id":0,"method":"set_rgb","params":[16711680,"smooth",300]}

; cat a2b_contents.dat

{"id":0,"method":"set_power", "params":["on",6 "smooth" K6 300]} .'
: nano a2b_contents.dat

cat a2b_contents.dat | nc -v 192.168.3.191 55443

Cunnectlnn to 192.168.3.191 55HH3 port [tcp/*] succeeded'

{"id":@, "error":{"code":-1, "message":"invalid command"}
{"methnd":"prupE" "paramS"'f"pnwer"'"an"ll

{"id":@,"result"'["ak"]1

[TMI]
(e grol insecam // 2IE{HI0 SIHEl CCTVE & U= AIO|E
EQST 20| H|OHsl= |oT X 7H0|E http.//www.|nsecam.orq/en/bvcountrv/kr

Il kisaOf| A 210 UqLCE

EAQAST "

Experts, Qualified Security Team


https://www.skshieldus.com/download/files/download.do?o_fname=EQST%EA%B7%B8%EB%A3%B9%EC%9D%B4%20%EC%A0%9C%EC%95%88%ED%95%98%EB%8A%94%20IoT%20%EC%A7%84%EB%8B%A8%20%EA%B0%80%EC%9D%B4%EB%93%9C%202.0.pdf&r_fname=20221208180429878.pdf
http://www.insecam.org/en/bycountry/kr
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https://pann.nate.com/talk/373577489
https://pann.nate.com/talk/373565565
https://pann.nate.com/talk/373565817
https://blog.naver.com/redchupa/223677591067
https://blog.naver.com/tameones/223385182031
https://cafe.naver.com/stsmarthome/89905

You can do it
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